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Agenda

WHY? NON-TECHNICAL 
APPROACH

TECHNICAL APPROACH



Hacking Victims since 2024



There ARE Financial motives

“Libraries don’t have any 
money!”

But.. Attackers are hoping for 
an insurance payout



Results of an attack

Systems are 
disabled through 

by scrambling 
the data.

Attackers will 
unscramble the 
data for a fee.



Required by law



Avoiding the 
frontpage



Required for insurance



Libraries have a history of 
taking privacy seriously



For data to be 
private, it must 
be secure
There is a strong link 
between the two



Non-technical 
security 
approaches





CLC Security Guideline Updates

https://go.clcohio.org/security24

Used ChatGPT to improve & shorten it

Included vendor personally identifiable information (PII) sources

Entire packet available for download: 
https://go.clcohio.org/security24

https://go.clcohio.org/security24


Contract monitoring

Audit their security practices (e.g., SOC 2, ISO 27001 certifications).

Look for mentions of encryption, and access controls.

Define how the service provider can use your data.

How long they will retain your data after service termination.



3rd party monitoring services -
SecurityScorecard



How can we 
protect 
ourselves?



Email IS the #1 
attack method

At least 70%+ of hacks 
start via email







Don’t be fooled by 
urgent messages



Examples 
of false
urgency

You will lose your account, 
unless… 

You will be charged…

You have 24 hours to…

Someone is in jail





What to 
do?

Text someone 
using contactText

Call someone 
using contactCall

Emailing is OK… 
just don’t hit replyEmail



Why no reply? Which address is real?

• WOSBORN@C1COHIO.ORG

• WOSBORN@ClCOHIO.ORG

mailto:WOSBORN@C1COHIO.ORG
mailto:WOSBORN@ClCOHIO.ORG


Why no reply? Which address is real?

• wosborn@apple.com

• wosborn@аррӏе.com



Type in sensitive information 
(or use a password manager)



What should I do if I’ve 
clicked on an email link?

If all you did is click & you’re 
on a modern patched device, 
you’re fine
If you entered a password, 
other data, ran a file, or 
suspect something is wrong 
with your computer – THEN 
PANIC & turn it off!



Isn’t turning off the 
computer a bit extreme





If you suspect your 
computer is 
compromised –
turn it off



Enable Multi-Factor Authentication 
(MFA)



MFA = in addition to knowing 
something (password) you must have

something (phone, token, etc.) to 
access your account



Our findings reveal that MFA implementation 
offers outstanding protection, with over 
99.99% of MFA-enabled accounts remaining 
secure during the investigation period. 
–Microsoft Study, May 2023



Login 
attempts are 
always being 
made 
because 
email is so 
valuable



"Fidelity Investments: If anyone asks for 
this code, STOP. It's a SCAM. Our reps 
will NEVER ask for it. Only enter it online.”

Take this seriously, NEVER give out SMS codes to anyone 
else. This is a common Facebook Marketplace “scam”.



Don’t reuse vendor 
passwords & API keys





Dangers of vendors reusing credentials

If you change it 
for one vendor, 

then all vendors 
must update.

Makes it more 
difficult to track 
down potential 

abuse.



Time to play a game! 
Real or fake?













Onto to the technical side



Know your environment

Especially if you inherited it.



Run free Purple Knight scanning 
tool: Active Directory, Entra ID, 
and Okta vulnerabilities 
assessment tool



What has your firewall 
done for you today?



Traditional firewall role



Should workstations allow outbound FTP? 
Block it with an egress rule.



Other firewall 
options –
Adjust as 

needed

Sometimes your operating system has a 
firewall

Last line of defense

Sometimes just get in the way

Polaris = Windows Firewall

Sierra = Limit Network Access table / iptable



Web Application 
Firewall (WAF)
What you do when everything is port 
80/443 traffic?



Adding a 
WAF

Deeper inspection of the traffic

Can offer protection even if hosted

Can prevent search engine / AI bot 
scraping

Low price, self-service options 
(Cloudflare)

Typically requires changing DNS 
records



Typical Cloudflare setup

Import or 
transcribe DNS 
records

1
Selectively 
enable 
Cloudflare 
proxying

2
Update name 
server (NS) 
records with 
registrar

3
Adjust settings 
as desired

4





Self-
hosted?

You’ve got even more 
Cloudflare options



cloudflared reverse proxy eliminates NAT

Free for unlimited hosts

Gets all the extra protections of Cloudflare

DNS must be hosted by Cloudflare (free)

Proxies HTTP/S traffic only





Secure Remote 
Access (VPN)

VPN access is a network backdoor

Treat with extreme caution

VPN should support SSO and 2FA

Cloudflare Zero Trust free (50 users)



Protecting 
your most 
valuable 
assets 



Do the most valuable servers need to access the Internet?



Implement Single-Sign-On 
w/MFA

It is much easier to guard & 
monitor one door
Select a reputable vendor with 
good integrations: Okta, 
Microsoft, Google
Be careful with MFA setup



Conditional MFA token setup

Don’t allow MFA 
to be set up off 

network

Can allow 
attacker to set up 
own MFA device



Consider 
conditional
MFA

Only prompt for MFA 
outside of the building

Reduces ”fatigue” 
associated with MFA



Implement anti-malware software

Microsoft’s built 
in Defender 
works well if 

updated



Traditional anti-
malware works 

by stopping 
known threats
There are approximately 

200 new computer viruses 
developed each day.

How do you stop the new 
ones?



Only allow known good 
programs to run

Instead of trying to find & stop 
the bad programs

Assume everything is bad and 
only let good programs run



Known as Allow 
listing
Threatlocker and Microsoft 
App Control are options



Be smart about backups

MAKE SURE YOU 
HAVE THEM

STORE SOME OF 
THEM OFFSITE

CONSIDER 
IMMUTABLE BACKUPS



Immutable Backups

Immutable: 
Cannot be 
changed

Protects attacker 
from making 

backups 
unusable



Do a test 
restore

A restore is the only way you 
know you have a backup

Also helps estimate & 
improve your recovery time



The Personal Touch
Do these things for yourself or your loved ones



Implement MFA on 
personal email account



Implement MFA on 
financial accounts



Freeze your credit
Your info is probably out there, make sure no 
one can use it!
900+ websites & 14 billion accounts
Freezing your credit is free.





Recap

PROTECT YOUR EMAIL DON’T BE PRESSURED 
BY URGENT MESSAGES

PROTECT YOUR 
BACKUPS
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