Sierra 3.1 Admin Corner
Access



Changes to admin corner access

* In Sierra 3.1, you no longer access the admin corner via the web
interface / java telnet client. You need to use a separate program
called Putty to access the admin corner. To accomplish this you will
need to download the following programs:

e Putty - https://the.earth.li/~sgtatham/putty/latest/w32/putty-0.69-
installer.msi

* Putty Key Generator -
https://the.earth.li/~sgtatham/putty/latest/w32/puttygen.exe




Login to the Sierra Admin Web Interface




Click on System Files
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Click on Admin Corner
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Click on Download private key file
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See the Admin Comer section of the Sierra Web Help for instructions.




Save it someplace easy to find.

You have chosen to open:
D id_rsa.txt

which is: Text Document

from: https://app.mpl.on.ca:63100
What should Firefox do with this file?

(O Openwith | Notepad (default)

(@ Save File

[[] Do this automatically for files like this from now on.

OK

@ Enter name of file to save to... X
v 4 B > ThisPC > Desktop » h Desktop o
Organize ¥ New folder v @
v [ This PC A Name Date modi
> [ Desktop BattleOfThebooks 412072017
> |2 Documents Data Security Report 4/7/2017 1
7/10/2017
‘ Douinloads Monopoly Python I 1
) New folder 7/10/2017
D Music . . B
: PA Config Export 7.1 7/10/2017
» &= Pictures Projects 6/5/2017 1
> @ Videos Sierra Admin Corner Key Generation 7/6/2017 4
+ i Windows (C) SierraKey 7/6/2017 4
v
- WATCH 257017 1
= Apps (\\corp.mg o = A
File name: | id_rsa.txt =
Save as type: | Text Document (*.txt) v
~ Hide Folders Save Cancel




Open the putty key generator & click on Load

B2 PuTTY Key Generator ? X
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair I Generate I
Load an existing private key file ﬁ Load
Save the generated key Save public key Save prvata key
Parameters
Type of key to generate:
() S5H-1(RSA) (® SSH-2 RSA () S5H-2 DSA
Number of bits in a generated key:




Click on the following field and choose all files

B Load private key: X
&« v 4 B > ThisPC » Desktop » v O Search Desktop P

Organize v New folder = v [H 0

I; This PC “ Name Date medified
[ Desktop BattleOfThebooks 4/20/2017 11:58
= Documents Data Security Report 4 ] A
‘ Bidifidosts Monopoly Python

. New folder 7
J’) Music A s
PA Config Export 7.1 7710/ 2
| Pictures Proi e
rojects 8/3
& videos Sierra Admin Corner Key Generation 7/6/2017 4:10 PN
& Windows (C:) SierraKey 7/6/2017 4:41 PM
= Apps (\\corp.mg WATCH 7/7/2017 10:16 P
= Users (\\corp.mj Web Redesign f
78 Desktop Files

= Corel2 (\\corp.r 5
== Apps (\\mpl-dc(

=¥ Network o oo =

File name: I—g PuTTY Private Key Files (*.ppk)




Load the keyfile you downloaded then click

open

Q Load private key:

&« v 4 B > ThisPC > Desktop v O Search Desktop
Organize v New folder
A = -~
[ This PC Name.
= PA Config Export 7.1
B Desktop Projects
=] Documents Sierra Admin Corner Key Generation
‘ Downloads SierraKey
D Music WATCH
= Pictures Web Redesign

== Apps (\\corp.mg

=
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- C
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== Apps (\\mpl-dc(

=¥ Network

File name: Iid_rsa.tx‘t
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7] Last Nortel Port Info.xlsx
ﬁ-j ManageEngine - Quote - OPTQ3749.pdf
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When the following message appears click ok

PuTTYgen Notice X

Successfully impoerted foreign key
(OpenSSH SSH-2 private key).

To use this key with PuTTY, you need to
use the “Save private key" command te
save it in PuTTY's own format.

e [




Click on ‘Save private key”

B2 PuTTY Key Generator ? X
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
- - N
- . . - - - - - - - .0 - - - -
. - - - g - -—e - -— @ w- -
- ™ - - S —— gy - -~ - - - - v
Key fingerprint: |sshfsa - T _— ]
Key comment: limportedopensshkey ]
Key passphrase: | I
Confirm passphrase: | I
Actions
Generate a public/private key pair » éenerate
Load an existing private key file I Load |
Save the generated key Save public key » :éa‘\{e grivate kgy '
Parameters
Type of key to generate:
(O S5H-1(RSA) (® SSH-2 RSA SSH-2 DSA
Number of bits in a generated key: 2048




Click ok yes to accept the warning

PuTTYgen Warning

Are you sure you want to save this key
! without a passphrase to protect it?

Yes No




Choose a filename and save the key in a
location that is easy to find

‘gr

4 B > ThisPC » Desktop v O Search Desktop el
Organize ¥ New folder
A R A
I This PC Name

l Desktop BattleOf Thebooks

[£] Documents Data Security Report

# Dowiiloads Monopoly Python

. New folder
J§ Music ] _
PA Config Export 7.1
&=/ Pictures :
Projects
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‘ == Apps (\\corp.mg WATCH
| 2
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File n: SierraPrivateKey v

e: | PuTTY Private Key Files (*.ppk) S
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You can now close the Key Generator

g PuTTY Key Generator ? &
File Help

Key
Public key for pasting into OpenSSH authorized _keys file:

Key Conversions

- - - - - . - - -

-~ -~ -e

- W . » - - o -~ -

Key fingerprint:
Key comment:

Key passphrase:

lssh-rsa -

[ imported-openssh-key

|

Confirm passphrase: [

Actions
Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
() S5H-1(RSA) (® SSH-2 RSA

Number of bits in a generated key:

Generate

[ Load

Save public key “Sa.ve private key

(O SSH-2 DSA
2048




Open up putty.exe —you will see the following
screen

#R PuTTY Configuration ? X
Category:

[=)- Session » Basic options for your PuTTY session
P Logging Specify the destination you want to connect to
(=) Terminal
; Keyboard Host Name (or IP address) Port

. Bel | | 22 |
: .. Features Connection type:
=) Window (ORaw O Telnet ORlogin @SSH (O Serial

;;ppea-rance Load, save or delete a stored session

i Behaviour

... Translation Saved Sessions

. Selection | |
i C°|°_U'S Default Settings e
(=)~ Connection Siera Admin Comer

Data Siera Admin Session -

- Proxy

Telnet Delete

- Rlogin

- SSH

... Serial

Close window on exit:
(OAways (ONever (@ Onlyon clean exit

About Help Cancel




Type in sadmin@yourappserverurl.ca into the
host name field — Don’t click on open yet.

@ PuTTY Configuration ? X
Category:
[=]- Session [ Basic options for your PuTTY session }
_ + Logging Specify the destination you want to connect to
=) Terminal
Host Name (or IP address) Port
. i Keyboard
L Bell |sadmin@yourappserver.ca| I |22 |
‘.. Features Connection type:
&+ Window (ORaw (O Telnet (O Rlogin @SSH () Serial
Appearance Load, save or delete a stored session
i i Behaviour
Translation Saved Sessions
. - Selection | |
_ Coloyrs Default Settings Load
=)~ Connection Siera Admin Comer
Data Siera Admin Session T
- Telnet Delete
[#- SSH
..... Senal

Close window on exit:
(OAways (ONever (@ Only on clean exit

About Help I Open | I Cancel




In the left hand panel Expand SSH

Category:
(=) Session ‘. Basic options for your PuTTY session
Logging Specify the destination you want to connect to
[=)- Terminal
Host Name (or IP address) Port
- Keyboard
- Bell [sadmin @yourappserver.ca ] |22 | i
{ - Features Connection type:
|| = Window (ORaw O Telnet ORlogn @SSH (O Serial
3 Appearance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection l I
- Colours Default Settings
(=) Connection 2 rond
.. Data Save
- Proxy :
- Telnet Delete
1 - Rlogin
| (- SSH
1y W A Close window on exit:
, (OAways (O Never (@ Only on clean exit

About 7 Help Open Cancel



Click on Auth

#R PuTTY Configuration ? X
Category:
- Bell A ‘ Basic options for your PuTTY session
& W geatunes Specify the destination you want to connect to
. A:‘;'earance Host Name (or IP address) Port
... Behaviour |sadmin@yourappserver.ca ] !22
- Translation Connection type:
- Selection (ORaw (O Telnet (ORlogin @ SSH (O Serial
- Colours :
&- Connection Load, save or delete a stored session
- Data Saved Sessions
- Telnet Default Settings | Yond
&-SSH . Save
- Kex e —
- Cipher I Delete A
[+ Auth
B Close window on exit:
;”""els (O Aways (ONever (@ Only on clean exit
- Bugs
--More bugs W
. Mot || Hep | [ Open || Cancel




Browse for the Private Key that was created
using PuttyGen

@ PuTTY Cenfiguration
Category:

.. Features

(=) Window

- Appearance

- Behaviour

- Translation

- Selection

. ‘- Colours

=) Connection

- Data

- Proxy

- Telnet

- Rlogin

=~ SSH
- Kex

- Cipher

- Auth

LTTY

L X1

. Tunnels

.- Bugs

- Bell A

‘... More bugs v

About Help

Options controlling SSH authentication

[] Bypass authentication entirely (SSH-2 only)
Display pre-authentication banner (SSH-2 only)

Authentication methods

Atempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard4nteractive” auth (SSH-2)

Authentication parameters

[] Allow agent forwarding
[] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

|C:\Users\cjasztrab\Desktop\SierraPn’vat' f Browse... 1

Open Cancel




In the left hand column scroll back up to
Session

@ PuTTY Configuration ? X
Category: : : R : :
= Sgssion A } Basic options for your PuTTY session \
| wlog Specify the destination you want to connect to
=) Terminal
F i fesbon Host Name (or IP address) Port
.. Bell |sadmin@yourappserver.ca | !22 |
b S Features Connection type:
= Window (ORaw (O Telnet ORlogin @SSH (O Serial
Appearance ad, save or delete a stored session
i-- Behaviour
Translation Saved Sessions
- Selection | I
| o Gl Load
=)~ Connection
-~ Data Save
- Telnet ~ Delete
- Rlogin
E! SSH
: Kfax Close window on exit:
.+~ Cipher (O Aways (ONever (@ Onlyon clean exit
(- Auth
TTY v

ot ||t s




Give your site a name then click on Save.

@ PuTTY Configuration ? >
Category:
(=)~ Session A Basic options for your PuTTY session
By i Logging Specify the destination you want to connect to
=) Terminal
T Host Name (or IP address) Port
i i Keyboard
Bl |sadmin @yourappserver.ca | !22
.. Features Connection type:
&= Window ORaw (O Telnet ORlogin @SSH (O Serial
E Appearance Load, save or delete a stored session
i Behaviour
... Translation Saved Sessions
- Selection [Sien'a Admin Come|
-~ Colours Load
=)~ Cpnnedion
-~ Data Save
..... mey -
..... Telnet Delete
»»»»» Rlogin
&I SSH
fiex Close window on exit:
-~ Cipher (O Aways (ONever (@ Only on clean exit
oo || i Corc




Double Click on your saved site

#R% PuTTY Configuration ? X
Category:
=R Session Basic options for your PuTTY session
_ + Logging Specify the destination you want to connect to
& Host N IP add Port
Keyboard ost Name (or IP address) | o
Bl [ |22
. Features Connection type:
- Window (ORaw (O Telnet (ORlogin @SSH (O Serial
: gp;aearance Load, save or delete a stored session
i Behaviour
.. Translation Saved Sessions
Selection I |
15 Coloyrs Default Settings o
=- annectlon Sierra Admin Comer
-~ Data Save
- Proxy —
- Telnet Delete
- Rlogin
(- SSH
""" Sesial Close window on exit:
(OAways (ONever (@ Onlyon clean exit
ot || v Cocs




Login using your Sierra user credentials

@ app.mpl.on.ca - PuTTY — O X




