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Surviv ing Ransomware
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§ R a n s o m w a r e  1 0 1

§ D e c i s i o n s :  e a s y  &  d i f f i c u l t
§ P r o t e c t  y o u r s e l f

§ N o  m o r e  r a n s o m s ?

A G E N D A
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Chapter 1
I T B E G A N A T B R U N C H
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Ransomware 
101
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§ Cyber attack where there is a demand for 
payment

§ Attacker leaves a ransom note
§ Typically the attack prevents access to files 

or systems
§ Most common type of attack encrypts files 

on affected systems
§ Your computer may still work, but apps may 

fail and data may be inaccessible

W H A T  I S  R A N S O M W A R E ?
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§ Symantec reports ransomware attacks 
declined in 2019

§ Reliable statistics are difficult to find

HOW COMMON IS IT?
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Source: https://id-ransomware.malwarehunterteam.com/index.php#faq
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Source: Kaspersky Lab
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§ Email
§ Malicious web sites
§ Vulnerable servers

INFECTION MECHANISMS
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Chapter 2
W H I S K Y  T A N G O  F O X T R O T
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DECISIONS:
EASY & DIFFICULT
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§ You must stop the software which is 
encrypting your files

§ Know how to disconnect the network 
(including wi-fi)

§ If in doubt, pull the plug
§ Stop and disconnect all backup systems

S H U T  O F F  T H E  W A T E R !
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§ Call your ILS vendor

§ Call your insurance provider (if you have 
cyber insurance)

§ Call the authorities

§ Contact the hacker?
§ Use a burner, non-work email account
§ Let your insurance team handle (if you 

have cyber insurance)
§ Expect aggressive threats

M A K E  C A L L S
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§ Determine type of ransomware
§ Google file extension of encrypted files
§ ID Ransomware
§ No More Ransom Project

§ Has the attack stopped?

§ How many systems are affected?

§ Do any systems contain personal/sensitive 
information?

§ May require expert help

D A M A G E A S S E S S M E N T
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§ Retain all communication related to the 
incident

§ Document everything you do
§ Prepare a statement on the current situation
§ Determine who needs to know

§ Board
§ Staff
§ Public

O N G O I N G C O M M U N I C A T I O N
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§ Insurers may advise you to pay

§ General advice is to not pay

§ Assess the cost of paying vs not paying

§ Decision depends on the situation
§ How much is the demand?
§ Are you able to pay in crypto-currency?
§ Can you continue business-critical 

processes without the affected systems?

T O P A Y  O R  N O T  T O  P A Y
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§ Call for expert help
§ Experts should review the decryption software 

provided
§ It may or may not work
§ Expect the decision to be questioned
§ Prepare talking points 

I F Y O U P A Y
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Chapter 3
T H E  R O A D  T O  R E C O V E R Y
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P R O T E C T
Y O U R S E L F
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§ Backup your data?
§ Update your operating system 

automatically?
§ Update all applications 

automatically?
§ Use anti-virus/anti-malware on all 

systems?
§ Use strong passwords?
§ Never use the same password 

twice?

D O  Y O U ?
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§ Require strong passwords
§ Use an easy-to-remember formula
§ <word><punctuation><Word><punctuation><

number>

§ Require regular changes

§ Use two-factor authentication if available

§ Use a password manager
§ LastPass
§ 1Password

P A S S W O R D  M A N A G E M E N T
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§ Use automatic backup systems

§ Use a disconnected backup
§ A continuous or online system may backup 

encrypted/infected files
§ Backup systems can also be infected

§ Alternate processes
§ Offline circulation
§ Bill payment
§ Payroll

B A C K U P S
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§ Segment your network and services
§ Move system-critical services to the cloud

§ Remove admin rights for users
§ Switch port  security

§ Our network is segmented into multiple VLANs
§ Prevented attacking app from seeing PCs on 

other VLANs
§ Work with a Cisco Certified Engineer for your 

network security

R E S T R I C T I N G  A C C E S S
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§ Contact your insurance carrier
§ Provides expert help

§ Assessing scope of the problem
§ Assistance diagnosing and determining cause

§ Protection should personal data be comprised

C Y B E R  I N S U R A N C E
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Chapter 4
S L E E P I N G  E A S I E R
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NO MORE
RANSOMS?
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I D  R A N S O M W A R E

§ id-ransomware.malwarehunterteam.com
§ Tries to identify the type of ransomware
§ Upload ransom note and/or an encrypted file
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§ Public-private partnership
§ Netherlands National High-Tech Crime Unit
§ Europol European Cybercrime Centre
§ Kaspersky 
§ McAfee

§ Provides identification tools
§ Provides decryption tools for some types of 

ransomware

N O  M O R E  R A N S O M  P R O J E C T
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Q U E S T I O N S ?


